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“The Army must mature its approaches
to data analytics,” the service said
in a recent document on emerging
enterprise data analytics strategy.
“The Army must advance its data
analytics capability to a maturity level
in which data is a driver of continuous
improvement and innovation.
Information must be regarded as a
strategic asset.”
The branch is some distance away
from realizing this vision. Siloed data
jams up in stultified legacy systems,
while the sheer volume of information
surpasses the ability of those systems
to effectively ingest and manage
critical data.
This whitepaper will consider the
Army’s key data management
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challenges. It will look at military
initiatives to ease the burden and
lay out a vision for an improved data
management architecture. In particular,
it will detail one approach that is
customizable and configured, offering
the Army ease of use along with
granular control of data management
and analytics.

Vast and fragmented

integrated with other complementary
sources. Combining data builds a fuller
picture, but much of the Army’s data
is siloed in antiquated systems.
• It is critical. Inaccessible data comes
with real-world consequences for
commanders and their tactical teams.
In the context of military operations,
data management can literally create
life-or-death concerns.

• Army data is vast. The Army ingests
millions of data points from a range of
assets, from satellites to soldiers. The
number of sensor inputs has swelled
exponentially in recent years.

The scale of these challenges is
unique to the military. “The Army alone
has a fleet of aircraft that is four times
the size of any commercial air carrier.
They have almost 2 million uniformed
officers,” said Judson Graves, director
of analytic solutions at enterprise
solutions firm ViON. “The amount of
data that can be created both from
machine and human is an order of
magnitude more difficult than anything
you’d encounter in the commercial
sector.”

• It is fragmented. Each data source
can potentially shed a new light on
a sensitive situation, and the value
of that information grows as it is

Complex military relationships
compound the problem. The Army gets
its data from allies, as well as other U.S.
military services. As a result, experts

To understand the challenges
surrounding Army data management,
it helps to consider the data itself.
The emerging profile of intelligence,
surveillance and reconnaissance data
and other key information feeds is
complex. Here’s why:
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n a data-driven environment, the
Army makes clear that it needs
to improve its intelligence efforts.
Drones, vehicles and soldier-worn
devices are generating a wave
of sensor information, and that data
could turn the tide of battle — but only
if properly managed.

say managing that data means asking
what is “good” data, what data can
be kept and what data has national
security implications?
While the Army has worked to
address these challenges — the
legacy systems, the siloed data and
the staggering volume of information
— those measures have not been
sufficient to close the gap.

Shackled with legacy systems
Military leaders have been candid
about the need to improve their data
management processes.
The Defense Logistics Agency, for
instance, “recognizes the strategic
value of a robust, focused, and
forward-thinking approach toward
data and analysis,” according to
agency documents. With data that
spans the supply chain, acquisitions,
personnel, information management
and financials, DLA leadership is
“proactively supporting advancing
technology and embracing the power
of data as a valued DLA resource to
facilitate optimum decision making.”
The Army has taken specific steps to
address the situation. For example,
the Army’s Combat Capabilities
Development Command C5ISR Center
recently created the program known
as ERASE — Every Receiver a Sensor
— to better utilize tactical data. If
“currently invisible data was made
visible and then correlated across
a large number of systems, it might
provide near-real-time warnings,”
according to program documents.
ERASE aims to expose, aggregate and
correlate existing data to accelerate
commanders’ decision-making.
However, initiatives such as these
are more the exception than the rule.
Largely, the Pentagon’s efforts to make
use of all its information is insufficient.
There are several reasons for this.
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Storage has recently become cheap
and plentiful. That ought to be good
news — the more information leaders
have, the more they know, at least
in theory — but it has also proven
problematic from a data management
perspective.
“The era of big data says, ‘Okay, let’s
just keep everything,’ ” Graves said.
“As a result of that, we have almost
too much data to take action upon.
In this era of unlimited data storage,
you still need to be able to act quickly,
especially in a mission-critical support
scenario, and yet we have this bloat in
data uselessness.”
In addition, legacy systems prove
ineffective in upholding consistent or
meaningful rules for data usage. It’s
often difficult to define who controls
data and who gets access to it. Finally,
security issues can arise when legacy
data management tools cannot support
adequate definitions around personally
identifiable information and other
sensitive fields.
Many of today’s data repositories and
data management tools were built
before big data became a driving force.
They lack the flexibility, the agility and
the pure capacity to manage data
effectively and to do it in a way that
meets the Army’s operational needs.
Often what military leaders want
is a data management system that
combines a flexible architecture with
powerful analytic tools; one that is
configured for ease of use and yet
customizable to meet specific Army
requirements.

Data as a Service: an emerging
vision
The advent of cloud computing
has given rise to the “as-a-service”
model of IT, one in which software,
infrastructure and other key elements

can be delivered in a scalable,
flexible, as-needed modality. The
rising data management model
envisions something akin to this, a
model for “Data as a Service,” in which
software and hardware, services and
architecture can be customized and
configured to provide rapidly scalable,
easily adaptable delivery models.
One example of such a system is
ViON’s DataAdapt analytics platform
that can incorporate Hitachi’s Pentaho
analytics solution.
The aim is to accelerate the value of
big data analytics with a converged,
configured hardware and software
stack. With this methodology it’s
possible to create a fully validated,
tested and ready-to-deploy data
analytics platform in a few weeks, as
opposed to the 12- to 18-month cycles
that are typical.
Such an architecture can deliver a
modern data integration, orchestration
and business analytics platform. This
can lead to improvements in the
following areas:
• IOT analytics. By melding machine
and sensor data with other assets,
users can uncover subtle patterns,
apply insights to fine-tune equipment
for better operational efficiency, and
process machine and sensor data
within a big data architecture.
• Big data integration and analytics.
Tools allow the user to leverage
emerging big data technologies to turn
data into value. This means having the
ability to easily ingest, manage, blend
and prepare any data from any source,
and seamlessly embed data science
capabilities into your intelligent data
pipeline.
• Reporting tools. To find value in
data, end users need to be able to
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management will include not hardware
and software, but rather infrastructure
optimized for data.
In this vision, the end user doesn’t
have to spend time or energy
organizing all that is happening behind
the scenes, fine-tuning the underlying
infrastructure and configuration. Rather
than worry about how best to set up
a parallel file system, or sweat over
patches and updates, analysts and
commanders can instead focus on
the data itself, devoting their attention
to the actionable information that the
system produces. That is the essence
of Data as a Service.

“With a solution that we build, you are
up and running in a matter of days,
as opposed to the months or years
it might take you to build it yourself,”
Graves said.

Turnkey solutions, like ViON’s, are
often attractive to military planners
because of their ease of use, but
“ready-made” isn’t always a welcome
notion. Technologists dislike a black
box. Instead, they want insight into the
inner workings, and they want granular
control over system configurations. In
other words, they want a machine to
show its work.

This can prove critical because data
management infrastructure relies on
the following characteristics:

With the right data management
system, both may be possible.
Configurability means Army leaders
can set parameters around storage
and compute, customize the Hadoop
stack — an open-source framework —
for specific user cases, and fine-tune
parameters to optimize throughput.
At the same time, these choices can
be incorporated into an out-of-thebox infrastructure in a way that meets
the military’s need for systems-level
specificity while delivering on the
promise of rapid adoption.
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• Speed: Given the urgent demands
around mission-critical big data, the
Army needs a vision that can be
implemented in the near term.
• Flexibility: The cloud has created an
expectation of flexibility that, within any
given application, end users should
be able to easily scale up or down;
they should be readily able to adjust
functionality and use new components.
• Usability: The end game here is to
provide access to meaningful, usable
data. Thus, any data management
architecture needs to meld with
cutting-edge analytic applications,
just as ViON’s platform is able to
seamlessly support Pentaho’s IoT and
data integration functionalities.
The next generation of data

“By applying AI algorithms, we can
say, ‘Okay, we see something here
that looks off.’ We can predict based
on that this aircraft is going to need
to be serviced sooner than you would
expect,” Graves said. This helps ground
crews to use their time more efficiently
and keeps aircraft flying safer.
That’s just the kind of capability the
Army envisions in its most recent
data analytics strategy document. Big
data “carries the potential to answer
previously unanswerable questions
whose answers have a direct impact
on readiness,” Army planners wrote in
strategy documents. “This capability
will enable analysis, extraction of
meaningful information, and decisionmaking based upon large, diverse, and
real-time datasets that has not thus far
been possible.”
How can the service get there? A few
key steps can help military leaders to
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see the information. Interactive visual
analysis and dashboards deliver
comprehensive reporting solutions for
any data required sets.

In one early use case, ViON has
helped the Air Force to use artificial
intelligence to interpret aircraft sensor
data as a way to improve maintenance
cycles. This is a data-heavy endeavor,
with analytics poring over vast tracts
of sensor information in search of
anomalies.

get things moving in the right direction.

Next steps
Each military branch is making an initial
foray into the realm of modernized
data management.
Army - Military documents call
for the Army Office of Business
Transformation to lead a push for
greater data analytics. The office is
tasked with developing and deploying
implementation plans to operationalize
the Enterprise Data Analytics Strategy.
It is especially focused on establishing
governance around specific objectives.
Navy - The Navy is taking a
cooperative approach, as described by
Trisha Shields, lead of the aviation data
analytics projects for the Sea-Based
Aviation and Aeromechanics Branch.
She is heading a new community of
practice around data analytics, and
aims to identify and leverage existing
experience and expertise, network
with others and develop analytics
best practices.

Air Force - The Air Force has its own
take on the problem. The Kessel Run
Experimentation Lab, run out of the
Air Force Life Cycle Management
Center’s Battle Management
Directorate at Hanscom Air Force
Base, puts the emphasis on agility.
While not specifically a data project,
the IT accelerator has shown it can
take a tech project from whiteboard
to operational in about four months.
“They’ve been doing this kind of
very aggressive, agile approach, and
they’ve dragged with it these very new
capabilities of storing data, of looking
at data, of moving data around to
multiple locations around the globe,”
Graves said.
Consider these three key elements:
the Army’s emphasis on governance,
the Navy’s push to share best practices
and the Air Force’s focus on agility.
Together they lay out a vision for an
effective data management migration
strategy.

the data? The intelligence side or the
operational side? What data needs to
be kept and how should it be secured?
Finally, in an era of heightened
cybersecurity concerns, who has
access to such data?
All this decision-making is a necessary
first step. With rules and definitions
well established, it then becomes
possible to develop a flexible
infrastructure in support of those rules
— one configured for ease of use but
agile enough to adapt to change.
At its best, Data as a Service frees
commanders from the nuts-and-bolts
concerns around data management,
enabling them to make good on the
operational promise of big data. In the
words of Army leaders, “information
must be regarded as a strategic asset.”
A new vision for data management
promises to make that possible.

Still, questions remain for Department
of Defense leaders. Who exactly owns
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